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Abstract

The article reveals the development of innovative methods of intelligence-led policing in the form of information-analytical
activity (IAA) by law enforcement operational units to combat threats of cross-border organized crime. The developed
methodology for extracting intelligence information contains new procedures for extracting intelligence from Internet
resources and performing intelligence analysis. It allowed for a reduction in time of 1.23 times for obtaining intelligence
on criminal activity. Also, the methods for identifying crimes and analyzing threats to border security were improved. It
allows the development of new procedures for crime identification, the classification of organized criminal groups, the
formation of scenarios of their illegal activities, and the determination of the degree of their influence on border security.
The methodology is based on taxonomy, artificial intelligence, expert evaluation, and SWOT analysis. The developed
mathematical model for constructing operational cover at the border takes into account the dependence of the distribution
of available resources on existing cross-border crime threats. Experimental verification of the implementation of the
research results indicates advantages of the results in contrast to traditional approaches in terms of "reliability" and
"efficiency”. Based on the developed methodological apparatus, recommendations for improving the IAA were elaborated:
improving processes of obtaining intelligence information; improving processes of identifying crimes and analyzing threats
to border security due to the development of criminal analysis systems; creating regional centers for detecting and
analyzing threats to border security; and developing the IAA based on enhancing the capabilities of operational units.
Implementation of the scientific results into the practical activity of law enforcement operational units at the border
contributed to increasing the efficiency of their IAA by up to 20%.

Keywords: Information-Analytical Activity; Intelligence; Intelligence-Led Policing; Pperational Units; Organized Crime; Security.

1. Introduction

Nowadays, the development of a sovereign and independent state implies constant protection of its national interests
and security from external and internal threats. This is becoming particularly important for national security due to the
rapid globalization and increasing imbalance of world development, the financial and economic crisis, the aggravation
of international relations, the increased international competition for spheres of influence, and the escalation of conflicts.
Under such conditions, organized crime is spreading, which through the use of modern information technologies and
communication resources of the Internet has acquired a latent character of manifestation. As a result, the number of

* Corresponding author: abalendr@gmail.com
d- /) http://dx.doi.org/10. 28991 /HEF-2022-03-03-07
» This is an open access article under the CC-BY license (https://creativecommons.org/licenses/by/4.0/).

© Authors retain all copyrights.

345


https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0000-0003-4610-2830
https://orcid.org/0000-0002-8786-851X

Journal of Human, Earth, and Future Vol. 3, No. 3, September, 2022

unsolved crimes increases, and through covert preparation for their commission, stable channels of cross-border
organized crime are developed, for example: drug trafficking (Iran-Turkey-Ukraine-Western Europe); illegal migration;
human trafficking (Central Asia-Russia-Ukraine-Western Europe; Syria-Turkey-Ukraine-Western Europe); and terrorist
activities (Russia-Ukraine; Syria-Turkey-Ukraine-Western Europe).

The dynamics of a steady increase in the crime rate at the border are confirmed by statistical data from the Unified
Reports of Ukraine on criminal offenses for the period from 2016 to 2021. According to the level of vulnerability of the
world's countries to terrorist threats, Ukraine over the past five years has had an index in the range of 5.4-7.2 on a 10-
point scale, which significantly exceeds this index for the same period before 2016 (2.3-3.3).

Based on the analysis of the results of completing tasks on countering threats of organized crime at the border, units
of the State Border Guard Service of Ukraine (hereinafter — SBGSU), methodological support of their Information-
Analytical Activity (hereinafter — IAA) and the requirements of the current legislation, significant inconsistencies were
established between:

e Increasing volume and complexity, forms, and methods of information circulation regarding hybrid threats of
organized crime and existing methods of its extraction and processing;

e The complexity of IAA processes in modern conditions of the border protection and existing tools (methods,
models, methods) to ensure it;

e The dynamic development of the criminal situation due to the spread of organized crime and the lack of reasonable
tools for building operational cover of the state border of Ukraine for timely obtaining reliable information about
the crime.

So, the results of the activity of the Border Guard Service of Ukraine in countering organized crime under modern
conditions indicate the need to develop and implement conceptual changes in the methodological foundations of
information-analytical activity.

The essence of the research problem is defined as the impossibility of using existing IAA tools to ensure border
security due to drastic changes and complications in the criminal situation and the hybrid nature of threats from
organized crime. The need to eliminate inconsistencies and solve this problem determines the relevance of the research
topic. It should be mentioned that the requirements to improve the effectiveness of information-analytical activity both
for its individual processes and in general for countering organized crime are considered in the United Nations
Convention Against Transnational Organized Crime, the National Security Strategy of Ukraine, the Strategy for
Combating Organized Crime, and the Strategy of Integrated Border Management for the period up to 2025.

1.1. Purpose of the Research

The study aims at improving the efficiency of combating threats of organized crime at the border through the
development and implementation of a methodological support apparatus for the information-analytical activity of the
State Border Guard Service of Ukraine. To achieve this goal, the following tasks were defined:

1- Develop a method for obtaining and forming intelligence information by the units of the Border Guard Service.

2- Develop a method for recognizing crimes and analysing threats to border security by the units of the Border Guard
Service.

3- Develop a method for managing the 1AA of the units of the State Border Guard Service based on the results of
assessing its condition.

4- Develop a mathematical model for constructing operational cover of the state border by the units of the Border
Guard Service.

5- Elaborate recommendations to improve the 1AA of the units of the Border Guard Service.

1.2. Literature Review and Analysis

Foreign and domestic scientists were engaged in the study of IAA issues affecting operational units of law
enforcement agencies. The analysis of the events of recent years has changed the character of the border guard
operational units of IAA, which has led to the improvement of the traditional methods of IAA and the reforming of the
law-enforcement agency in general.

Among a number of recent scientific works, the studies of Farion (2019) consider methodology for managing
information and the analytical activity of units of law enforcement agencies [1, 2]. Movchan & Taranukha (2018)
analyzed the implementation of intelligence-led policing. The authors developed the mathematical apparatus and proved
the efficiency of the application of new methods of criminal analysis to expand the entire analytical system of the
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National Police and use analytical methods and technologies that provide efficient investigation of criminal offenses
[3]. Bratko et al. (2021) studied the use of SWOT analysis in the field of national security planning [4]. Kirby & Keay
(2021) discussed how intelligence is gathered to assist investigators in solving crimes. So, intelligence analysts and
tactical crime analysts have to master the process of a criminal investigation in order to be in the best position to provide
the kind of intelligence investigators need to close cases [5].

Also, Cope (2004) explored the integration of volume crime analysis into policing and outlined the importance of
analysis for intelligence-led policing. A poor understanding of analysis amongst police officers and a lack of
understanding of policing amongst analysts influenced the usefulness of analytical products for operational policing.
The paper argues that training and development for both police officers and analysts are crucial to developing a
productive working relationship [6]. Uzlov et al. (2018) reviewed perspectives of using data mining methods in the work
of criminal analysts in the national police by the process of developing and implementing proactive police activities for
the prevention and investigation crimes. It also describes tools for improving the effectiveness of the information-
analytical work of the law enforcement agencies through the creation of automated, intelligent technological tools [7].

Chainey & Chapman (2013) presented a problem-oriented approach to the production of strategic intelligence
assessments, which play an important role in contemporary intelligence-led policing by helping to identify strategic
priorities for policing activity, crime reduction, and improvements in community safety [8]. Balendr et al. (2019 a, b)
revealed the peculiarities of border guards' professional functions and training [9, 10]. Didenko et al. (2010), Balendr
(2018), and Soroka et al. (2019) studied modern educational resources for training future officers of border guard units
[11-13]. Guerette et al. (2021) conducted an empirical assessment of crime analysis training within a police department.
The authors argue that the ability to conduct sound crime analysis has become a necessity in contemporary policing,
although many law enforcement agencies struggle with the development of their own analytical abilities [14].

Rusnak et al. (2019) investigated the organization and planning in the bodies and units of the Armed Forces of
Ukraine and other elements of the security and defense sector concerning the development of security and defense
force opportunities [15]. Pavlikovskyi (2020) dedicated the monograph to revealing the latest approaches to the
implementation of a systematic approach to defense management in the Ministry of Defense, the Armed Forces of
Ukraine, and other defense forces with the aim to improve defense reform and approximate NATO standards [16].
Speaking about the combating of cross-border crime, lzcara (2017) conducted research devoted to the problem of
illegal migration and drug smuggling as a significant problem for the United States on the border with Mexico [17].
Evans (2012) identified the skills and abilities required by an analyst to be recognized as effective. The findings
illustrate a change from the analyst being seen as a technical specialist to a growing understanding of the analyst as
part of a support structure for decision-makers. Implications of the findings for recruitment, training, and development
are discussed [18].

The greatest interest in the framework of our research are the dissertations of Kyrylenko (2009) [19] considering the
theoretical foundations of information and analytical support of state border protection processes (in the context of
national security tasks of Ukraine in the border area) and by Kuprienko (2016) [20] - methodological foundations of the
development of the border security system of Ukraine (in the conditions of a differentiated security environment). The
results of these scientific works were used to conduct a comparative analysis of the existing and developed scientific
and methodological apparatus of information-analytical activity used by the units of law-enforcement agencies (in
Section 4 - Discussion).

The scientific works of the mentioned scientists reveal certain issues of informational and analytical support for the
protection of the state border. The essence of the problem is defined as the impossibility of using the existing
instrumental means of IAA to ensure border security due to changes to their use under the conditions of the complication
of the criminogenic situation and threats of a hybrid nature, which necessitates the development of the methodological
foundations of 1AA of the law enforcement agencies. The scientific works analyzed overwhelmingly reveal certain
issues of information and analytical support for the law enforcement agencies' activity; however, a comprehensive study
of the methods of extraction and analysis of intelligence by the units of law enforcement agencies has not yet been
conducted. Therefore, this problem requires further study, search for new methods and ways to solve it.

2. Materials and Methods

The study investigated the professional activity of the border guard operational units, which implement the function
of conducting information-analytical activity to protect the state border and perform functions of search and record
actual data on illegal acts of individuals and groups; receive information in the interests of the safety of citizens, society
and the state; independently or in cooperation with other law enforcement agencies carry out measures to counteract
crime at the state border.

The I1AA study on countering organized crime was carried out in the western and eastern regions of Ukraine, and on
the basis of the Higher Military Educational Institution of the Border Guard Agency at the following stages:
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Stage 1: analysis of the effectiveness of the IAA of the border guard operational units, its regulatory provision and
methodological support;

Stage I1: development of a methodological apparatus for providing 1AA of the border guard operational units for
countering organized crime, in particular:

¢ Development of methods of obtaining and forming operational-search information by the border guard operational
units, in order to help them reduce the time for obtaining intelligence about criminal activity.

o Improvement of methods of crime recognition and analysis of threats to border security by operational units. The
new methodology should make it possible to develop new procedures for certification of crimes, determine the
types and stages of crimes, assess the possibility of committing aggregate crimes, classify organized crime groups,
form scenarios for their illegal activities and determine the degree of influence on the state of border security;

o Improvement of methods of IAA management of the border guard operational units based on the results of
assessing its condition using an expanded set of indicators and determining new procedures for evaluating 1AA
and correcting its condition in the process of management;

e Development of a mathematical model for constructing operational cover of the state border by border guard
operational units, which takes into account the dependence of the distribution of available resources of operational
units on the manifestation of crime at the state border;

Stage I11: verification of the developed results of the IAA study of the border guard operational units and clarification
of their compliance with reality, analysis of the results of experimental verification of the implementation of research
results in the activity of operational units of the Border Guard Service.

Verification was carried out on the basis of a comparative analysis of the existing and developed methodological
apparatus of the border guard operational divisions to find the “best” option. As a result of the analysis, it was found
that none of the analyzed existing methodological apparatus provides a full solution to the current needs in 1AA of
operational units of the Border Guard Service of Ukraine. The methodological apparatus developed by the authors has
a high level, close to the “best” option, which is 77 %, and in some positions (from 27% to 50 %) the existing I A prevails.

Experimental verification of research results was carried out with participation of the operational units in the Eastern
and Western Regional Directorates, Department of Operational-Search Activity of the Border Guard Service of Ukraine
and in the educational process of the Dnipropetrovsk State University of Internal Affairs and the Bohdan Khmelnytskyi
National Academy of the State Border Guard Service of Ukraine. As a result, the advantages of the developed
methodological apparatus over the existing one in terms of reliability were established by an average of 18.3%, and in
terms of efficiency — by 23% of the existing one. For the purposes of presenting the design of the research, its logics
and structure, we developed a structural-logical scheme of the scientific research (Figure 1).

Object of research — IAA for countering organized crime Scientific problem:
L - Inability to use existing models, methods and
Current conditions and factors of Subject of research techniques of IAA, due to drastic changes in their
organized crime occurrence and Methodological apparatus of the IAA to application in the context of complication of
expansion counter organized crime criminogenic situation and hybrid nature of the

I manifestation of organized crime threats.
OC threats > Contradictions ‘ .

ﬁ ,—b In practice and theory
of IAA on countering

A4
Countering or?an!zed Icfrimti_by performing organized crime Purpose of the study:

protessional functions. A Improving the effectiveness of countering

organized crime threats through the development

| Recommendations to eliminate the contradictions | and implementation of the IAA methodology
4 v
Main scientific results — Research objectives (L; 2; 3; 4)
|1. Method of extract and forming operational-search information. | +

Research methods

2. Method for crime recognition and analysis of border security

threats | Analysis, analogy, comparison, hypothesis and assumption, system

approach, expert evaluation, SWOT, formalization, experiment,
modeling, synthesis, induction, deduction, generalization

|3. Mathematical model for constructing operational border cover. |

|4. Method for managing information-analytical activity. |

Figure 1. Structural-logical scheme of the scientific research
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3. Results and Discussion

Based on the results of the analysis of the IAA of the State Border Guard Service of Ukraine, we developed
methodology for obtaining operational-search information by operational units that takes into account modern
conditions and opportunities for obtaining information, in particular in a special period and from Internet resources. It
contains new procedures for obtaining and forming operational-search information: information-analytical intelligence
of Internet information resources and intelligence analysis in a special period, and includes statistical methods and
methods of artificial intelligence. The use of the methodology allowed operational units of the SBGSU to reduce the
time required to obtain information about criminal activity by 1.23 times.

The components of this methodology are a partial method of extraction and formation of intelligence information
using data and analytical intelligence of Internet resources and a partial method of extraction and formation of
intelligence information using intelligence analysis of the situation data in a special period. A partial methodology for
obtaining and forming intelligence information using information-analytical intelligence (hereinafter - 1Al) of Internet
resources, the structure of which is presented in Figure 2, was developed on the basis of studying the experience of law
enforcement agencies of Ukraine and leading countries of the world in using the internet in the framework of measures
to combat crime. Information-analytical intelligence includes searching, identifying, collecting, processing,
systematizing and accumulating information and obtaining new or additional information about objects, events, facts
and phenomena of operational interest based on its comprehensive analysis.
1Al methods

Stages of 1Al on the Internet Search type

| N I !

! I L |

| 1. Defining a goal(s) and generating an information Il - I Boolean algebra, probabilistic

: request. : : | Classic search |_ - I_ T vector-spatial. :

| I 2 | I !

| | 2. Overview of intelligence resources. | (| L :

| | isi

! v : I | Fuzzy search |__ L.d_] HTML metﬁodﬁ_deusmn trees, | |

| | 3. Planning a search procedure. | | | : ashing. |

| I L |

|1
| 4. Implementation of the search strategy (plan). || :_ : Semantic analysis, :
; Web content minin I S i i ;

: | 4.1. Search in open resources. | : : | Y |_ T graphical analys_ls, syntactic |

| P L || analysis. I

I 4.2, Search in “deep web”, [— || | I : I

| “dark web”. I b — . — |

I 7y |1 | I binarization, Fourier analysis; |

| v I | Image search |- -k 17| low-pass, wavelet analysis, I

: No I : | correlation analysis. :

: I |

| OSl received? I | I
|

! I — ' - |

| — L | Search for audio, video |__ L1 Scenario, average value, I

I Yes ¢ L I -II fuzzy logic. I

: 5. Accumulation and processing of received information. | : : : I :
|

I I b . |

- Cluster analysis

I [ Intelligent Search S . : |

| | | 9 |_ | ]I- method "4x4", neural networks. | |

: O o J

|

|

|

Figure 2. Structure of a partial methodology for extracting and forming operational-search information using information-
analytical intelligence of Internet resources

Features of 1Al of Internet resources are the extraction and formation of intelligence information from a significant
volume of:

e Open (indexed) information with the use of: human intelligence (using tools "Humint" and using information
exchange methods); social media analytics (using tools "Socmint", using non-intrusive tools); analysis of images,
photos, drawings (using tools "Imint"); intelligent analysis of electronic signals (using tools "Sigint"); geospatial
intelligence analysis (using tools "Geoint™).

¢ Non-indexed information using special methods (techniques) and software.

Based on the analysis of the conditions and specifics of the activities of operational units of the SBGSU of Ukraine
in a special period, a partial methodology for extracting and forming intelligence information using intelligence analysis
of the situation data was developed, the structure of which is shown in Figure 3.
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Relationship analysis;

Analysis of telephone connections;

Analysis of the adequacy of management decisions;
Analysis of developments;

Content analysis;

Analysis of indicators (attributes);
Operational-search forecasting.

3. Conducting intelligence analysis, registration, presentation
and evaluation of its results — intelligence information.

3.1. Initial data processing. | ----=---=----------1 L

b e o

___________________________ - e
Stages of IAD o_f ope_ratlonal un|ts_W|th elements of i : Methods of intelligence analysis |
intelligence analysis | I I
|
1. Planning and organization of IAA of operational units for : o 1 i Descriptive analysis; |
—p{ obtaining (extracting), collecting primary data of thef| |~ Information evaluation method "4x4". |
situation. I :
[ |
v I I [ statistical analysis; :
2. Obtaining (extracting) and collecting primary data of the : i | | Analysis of areas of illegal activity; |
situation. | ' : Analysis of channels of illegal cargo movement; I
+ || | Geographical analysis of sales (distribution); |
I |
I -t |
N :
I v
Lt '
a1 I
| |
| |
| |

| 3.2. Comprehensive data processing. T [
A

No

Is OSI enough?

Yes |g

<

A\ 4
4. Assessment of the situation, development of proposals for
managerial decision-making by consumers of intelligence
information.

Yes

No

Figure 3. Structure of a partial methodology for extracting (obtaining) and forming intelligence information using
intelligence analysis of situation data

In a general sense, exploratory analysis involves transformation of observational data and ways to visually represent
them, allowing to identify internal patterns that manifest themselves in the data.

The use of intelligence analysis in the IAA of operational units of the SBGS of Ukraine is aimed at obtaining and
forming intelligence information based on the results of analytical activities in one or two stages: the first is the initial
processing of primary data; the second is the complex processing of the results obtained at the first stage.

The first stage includes: familiarization and clarification of the content of information; determination of reliability
(using the “4x4” method) and the value of information; conducting a descriptive analysis of primary data to establish
the specifics of illegal activity; identifying new information and comparing it with similar data from other sources;
determining the need to supplement, clarify and verify primary data; classifying information by content or objects and
lines of the intelligence information; systematized accounting (accumulation and registration of information in a certain
order for quick search and ease of use of the necessary intelligence information). At the stage of complex data processing,
the most in-depth study of available information is provided to identify its importance and significance of its essential
features, obtain new data about the object of operational attention under study and its relationship with other objects.
The intelligence information formed on the results of an intelligence analysis can be clarified in case of changes in the
operational situation.

At the next stage of the study was improved the methodology for recognizing crimes and analyzing threats to border
security by operational units of the SBGS of Ukraine. The difference between the methodology and the traditional
approaches ones is the development of new procedures for certifying crimes, determining the types and stages of crimes,
assessing the possibility of committing aggregate crimes, classifying organized criminal groups (hereinafter — OCG),
forming scenarios for their illegal activities and determining the degree of influence on the state of border security [21].
This made it possible to increase the validity of proposals for countering criminal activity at the state border and to select
priorities for forming options for the strategy of combating crime in the channels of its activities in the field of border
security. The methodology is based on taxonomy, artificial intelligence, expert evaluation, and SWOT analysis methods.

This methodology contains an algorithm and methods for recognizing crimes, as well as a method for strategic
criminal analysis of border security threats. So, for the recognition of crimes the methodology proposes the following
procedure:
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1- Collection (extraction) of data on the situation from various sources and through the use of 1Al of Internet
resources, intelligence analysis.

2- Study the content of the received message regarding its importance for response and sufficiency for further study.
3- Evaluation using empirical methods of the importance and sufficiency of the information received.

4- Determination of compliance of information features with the components of the crime passport by assessing the
reliability of information and compliance of information features of the message with the components of the
crime passport.

5- Determining with the help of hierarchical fuzzy Boolean output methods the specific stage of the crime in
accordance with the Criminal Code of Ukraine.

6- Determining the availability of time for further research.

7- Assessment of compliance of the completeness of the information received with the necessary requirements for
further processing.

8- Assessment of compliance of the message with a specific type of crime.
9- Qualification of a crime in accordance with the article and its part under the Criminal Code of Ukraine.

10- Assessment of the possibility of committing aggregate crimes together with the recognized crime in accordance
with the qualification.

11- Formation of a crime model and a set of measures, in particular preventive ones, to counteract or prevent a crime.
Features of the crime recognition methodology are:

¢ At the stage of obtaining information, together with the methods available in operational units, the Internet IAl is
used;

¢ When establishing the stage of the crime (preparation for a crime, attempted crime, and stage of the completed
crime) using methods of hierarchical fuzzy logical output, the analysis of the received information and available
data is performed and data in "iBase" based on the completeness of descriptions of “objects" — "crime”. Information
notification of the stage of commission of a crime is carried out through an indication by color, which allows to
constantly receive messages in real time about the risk of a crime in any area of responsibility, establish the severity
of the crime and form proposals for the decision of the head of the operational unit on the use of forces and means
to counter such crimes;

¢ At the stage of forming a model for committing a crime based on the analysis of the actions of criminals, a number
of hypotheses of the crime are put forward (time and place, composition of persons involved in the crime and their
relationships, methods of action, directions and possible tricks), taking into account its stages. Using the method
of competing hypotheses, the most correct one is determined and the corresponding model of preventing or
countering a crime is worked out (purpose, tasks, areas of action, composition of forces and means, sequence and
methods of action, expected results).

Separately identified crimes do not provide a complete picture of threats to border security and do not allow to
develop a strategy to combat the crime which they actually manifest. Therefore, the methodology has improved the
method of strategic criminal analysis (hereinafter — SCA) by operational units of the State Border Guard Service of
threats to border security, the structure of which is shown in Figure 4.

SCA Stages Methods

1. Extraction (collection) of information on the situation on the border and the |
necessary data for conducting SCA.

Generalization;
| Systematization; synthesis.

Factor analysis; cross-analysis;
relationship analysis.

2. Analysis of factors influencing the occurrence (spread) of threats to border || - _ =~
security and contributing to the activities of organized crime groups.

Scenario analysis; forecasting
methods; cluster analysis.

3. Formation of scenarios of influence of factors on the occurrence and spread
of threats to border security.

¥ Method of expert assessments;

4. Analysis of the impact of organized crime groups on the detection of border
security threats.
v .

I Comparison method.

SWOT analysis; forecasting

5. Analysis of available resources and their capabilities to counteract OCG. T methods.
v Generalization; Sleipnir method;
6. Selection of priorities, developing variants of the strategy for countering F1--~""" | systematization.

threats to border security and recommendations for combating crime.

Figure 4. Structure of the method of strategic criminal analysis of border security threats by the border guard operational units
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Features of the SCA method shown in Figure 4 are:

A. At the first stage, attention is focused on the following elements: the nature of organized crime, the spheres of
influence, the scale and factors of its manifestation, the composition of persons involved in illegal activities;

B. On the basis of cross-analysis of relationships based on the values of the Matrix data (Table 1), the most
significant factors that affect others and contribute to illegal activities, emergence and spread of threats to border
security are identified,;

Table 1. List of factors affecting the occurrence (spread) of threats to border security, and the level of their interdependence

1 2 3
Migration processes Corruption Economy
a b a b c a b c
No Factor Impact level P (%) ! r}gzza)se Iag\éf)l Increase IES\ZI?JI Reduction ((Ez‘tljévt\g)1 ((‘-’2';(4)1\IX/?)1 I(D<e; It:;;;}
1 Migration a Increase (3 %) 70 2 0 -2 2 0 2
processes level 2020 30 -2 0 2 -1 0 1
a Increase 40 3 0 -1 0 3
2 Corruption b Level 2020 20 -1 1 0 1 -1
c Reduction 40 -3 2 1 0 -3

C. By studying the most significant factors using cluster analysis, the most important scenarios are selected (Table
2) that can contribute to the emergence (spread) of a threat to border security (OCG activities) or its reduction.

Table 2. The most significant scenarios for the influence of factors on border security threats

Factor

Scenario 1 (spreading of the threat)  Scenario 2 (Threat reduction)

Migration processes

Corruption
Economy

Increase Current level
Increase Reduction
Growth (4-6%) Decline

D. The degree of influence of OCG on the detection of threats to border security is determined using the parameters
(P) presented by numerical value in accordance with the hierarchical classification (Table 3) in the sequence of
increasing of the threat impact. In the future, in Table 4, each organized criminal group is provided with an ID
code, which indicates the level of manifestation (national (N), regional (R), local (L)) and a numerical value
according to the state classifier of objects of the administrative-territorial structure of Ukraine by the scale of
manifestation of organized criminal group. In addition, the content of a separate parameter corresponds to OCG,
where "+" — belonging. Using the Sleipnir toolkit approach, calculations are performed, for which high threat =
4 x P, medium or unknown =2 x P, low =1 x P, Zero = 0. The total value is the sum of points for all parameters
according to each of the OCG (Table 4).

Table 3. Parameters for evaluating organized criminal groups

No Parameter (P)

1 Number (number of people in an organized criminal group)
2 Experience of illegal activities

3 Monopolism

4 Cohesion

5 Sustainability

6 Scale (area of activity)

7 Diversification (diversity of crimes)

8 Stealth

9 Interaction with other OCG

10 Money laundering

11 Legality of activities (for example, as organizations, institutions)
12 Corruption
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Table 4. General assessment of the degree of influence of organized criminal groups on the state of border security (Optional)

Parameter number according to Table 3 (See No)
2 3 4 5 6 7 8 9 10 11 12

ID code OCG  Assessment of the degree of OCG influence

N-73240-13 High threat + 0+ + + -+ - - + + + 4
R-56258-15 Moderate -+ + 4+ - + - + - + - 4
M-51247-18 Low -+ - + - + - - - + - -

At the next stage of the study, we improved the methodology of IAA management of the border guard operational
units based on the results of assessment of its condition.

The difference between the methodology and traditional approaches is in the use of an expanded set of indicators and
definition of new procedures for evaluating IAA and correcting its state in the process of management. This made it
possible to assess the state and results of the 1AA, identify inconsistencies in its content and technology with the needs
and requirements that relate to it, and systematize measures to correct it. The methodology is based on methods for
studying operations and statistics. This methodology contains a partial methodology for assessing the state of the IAA
of operational units and a partial methodology for managing the IAA of operational units.

It is proposed to perform a partial methodology for assessing the state of 1AA of operational units of the SBGS of
Ukraine in the following sequence:

1- Description of the evaluation situation.
2- ldentification of factors affecting IAA.
3- Justification of the requirements for IAA and conditions for its implementation.

4- Making decisions on IAA assessment (appropriate solutions are selected taking into account the conditions
(restrictions) of the IAA assessment task).

5- Selection of the list of IAA properties and their corresponding indicators, the aggregate variant of which is
presented in Table 5.

Table 5. A set of indicators for evaluating the information-analytical activity of the operational units of the State Border
Service of Ukraine

Ne Name of a comprehensive indicator Components

I. Overall comprehensive indicator (V,) to evaluate the process of obtaining (collecting, extracting) data (information) necessary to perform the
tasks of the operational unit

The amount of information received within the limits of 1
operational-search case 11
Comprehensive indicator (V1) to assess the degree of compliance of ~ The amount of information received within the Xl
the received information with the tasks of the operational unit framework of operational interaction 12
The amount of information received for use in the Xl
operational unit's databases 1.3
I1. General comprehensive indicator (V) evaluation of the process of information analysis (analytical research). x2,

Total number of analytical products developed within the 2

Comprehensive indicator (V,1) to assess the quality of analytical —Operational-search case
products developed within the framework of operational search cases  Number of analytical products that were used as evidence

2
of the involvement of persons in the commission of crimes i3
I11. General comprehensive indicator for evaluating the IAA organization process in the operational unit (V3)
Total number of decisions and issues taken by the IAD X3,
Comprehensive indicator (Vs1) to assess the ability of the head of the ~ Number of decisions that resulted in information about 3,
operational unit to make informed decisions to complete IAD tasks ~ Ccrimes committed at the state border B
Number of solutions based on the results of which analytical 3
products were developed 13
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6- Defining (selecting) quantitative and qualitative indicators and the procedure for calculating them.

The value of these indicators can be variable over different time periods, so quantitative indicators are calculated
using the expression:

1
x =Xl aiX; 1)

where «; is the weighting factor of the importance of a particular property of the | AA to meet the needs of the operational
unit for a certain period of time (t).

Indicators that characterize the qualitative properties of IAA are calculated using expert evaluation methods.
7- Calculation of values of individual IAA indicators.

8- Formation of an integral indicator for evaluating IAA (Figure 5).

Vl_l V1.2 Vl.m V2_1 V2.2 V2.m V3.1 V3.2 V3.m

1 1 1 1 2 2 2 2 3 3 3
X11 X12 X13 Xin X{1 X{2 X13 Xin Xi1 Xi2 X13 Xin

Figure 5. Procedure for forming an integral indicator for evaluating information-analytical activity

9- Performing calculations for evaluating the 1AA of operational units, in particular, a comprehensive indicator (V;,)
is calculated by the expression:

Vi = XiZ1 @: fi (%), 2
where ¢; is the weight ratio i-th objective function fi(x); m is the serial number of the complex indicator

To evaluate the processes of IAA, for example, the process of collecting and extracting data (information), the
quantitative and qualitative indicators of which form the structure and range of variable values for constructing a
recursive function, the following formula is used:

Vy = f[V1.1’ ey Vl.m]' (3)
where V11, Vim are comprehensive indicators of the specified process.

Based on the calculations made a general assessment of the IAA of operational units of the SBGS of Ukraine is
carried out:

Wiaa = [V1, V2, V3]: (4)
where V1,V2,V3 are results of evaluating each of the IAA processes.

10- Determining the state of the IAA (its level) and justification of the management decision is carried out by
comparing the obtained value of the integral indicator (W) according to the numerical values given in Table 6.

Table 6. Determining the level of state of information-analytical activity

Level Numerical value of the integral indicator
High 0.81-1.00
Sufficient 0.64-0.80
Low 0.43-0.63
Unsatisfactory 0.00-0.42

Based on the assessment of the state of IAA, a partial methodology for managing IAA of operational units has been
improved, the algorithm of which is proposed to be carried out in the following sequence:
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1- Organization of training of personnel of operational units to perform IAA tasks.
2- Determining the purpose of the IAA of operational units.
3- Getting initial data for managing IAA.

4- Assessment of compliance of the available initial data for the organization of IAA management with the needs
for performing tasks by operational units for the protection of the state border.

5- Making a decision on the organization of IAA.

6- Planning of IAA of operational units.

7- Definition and setting of tasks for IAA of operational units.

8- Organization of interaction and coordination and comprehensive support of IAA.
9- Control over the implementation of IAA tasks.

10-Analysis of the results of performing IAA tasks.

11-Assessment of the |AA status.

12-Adjusting the goals and objectives of the 1AA.

Further we developed a mathematical model for constructing operational cover of the state border by operational
units of the SBGSU of Ukraine, which takes into account the dependence of the distribution of available resources
(operational forces and means) of operational units on the manifestation of crime at the state border. This made it
possible to justify the rational distribution of operational forces and resources in order to ensure timely receipt of
information about changes in the criminal situation in the entire area of responsibility of operational units. The model is
based on statistical methods and methods of operations research. To develop a mathematical model for constructing
operational border cover, operational units of the SBGS of Ukraine analyzed the existing state of operational cover and
generalized quantitative and qualitative indicators of the secret apparatus of the State Border Guard Service.

The results of coverage of the criminal situation and the fight against crime indicate a discrepancy between the
distribution of operational forces and means of operational units of the SBGSU regarding the actions of offenders, which
does not ensure the effectiveness of operational cover of all sections of the state border.

In the general border protection system, operational cover is performed by operational units of the State Border Guard
Service of various levels from the border guard operational search division (hereinafter — BGOSD) to the Main
Operational Search Division (MOSD) and the Office of OSA of the Regional Directorate (hereinafter —- OOSA of RD)
(Figure 6).
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Figure 6. General scheme of construction of operational cover of the border of Ukraine in the area of responsibility of the
Office of Operational-Search Activity of the SBGSU Directorate

The effectiveness of performing tasks by an operational unit to cover the state border of Ukraine is determined by
the formula:

P, =1—e ki (5)

The target function of allocating the resource of an operational unit for operational cover of the area of responsibility
is the following:

f(y, x) = Hﬁ‘:lpj (yj)xi]- - max. (6)
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If an organized criminal group operates on a section of the state border of Ukraine, it causes damage to national
security or the security of the state border. Under such conditions, the target function for OCG actions is the following:

f_(}’,x) = §'=1 Um (1 - Pj(y,-)xij) - max. (7)

Rational resource allocation using the Stackelberg method:

_RZO,SkS
forx)=1-¢ 9 &
_RZo,sks
fyx)=u 1—(1—6 kj ) 9)

where R is the available resource (operational forces and means) of the operational unit; y; is the total costs of the
resource (operational forces and means) of the operational unit; j is the area of responsibility of the operational unit,
j = 1,...,1; D is the distribution of offenders in the area of responsibility of the operational unit; x; is the number of
offenders of i is the group that have selected j is the area for the commission of crime or refused it and did not go to the
area of the committing crime; k;; is the parameter for receiving information about the offender from the state border
sector; um is the the amount of damage done by the group of offenders (organized crime groups) according to the degree
of danger of the crime committed, characterized by the corresponding index (for example, the terrorist threat index).

This made it possible to justify the rational distribution of operational forces and resources in order to ensure timely
receipt of information about changes in the criminal situation in the entire area of responsibility of operational units. In
addition, it provided an opportunity to increase the effectiveness of work within the operational-search case; strengthen
operational positions; carry out measures to adjust the agent network; increase information and analytical support for
senior management.

Based on the developed methodological apparatus, a number of recommendations for improving the effectiveness of
the 1AA of operational units of the SBGS of Ukraine were grounded, such as:

a. Improvement of the processes of extraction and formation of operational-search information on the border of
Ukraine by operational units of the SBGS of Ukraine on the basis of:

¢ Improvement of the construction of operational cover of the state border by operational units;

¢ Using the potential of information-analytical interaction for the extraction and formation of operational-search
information.

b. Improvement of the processes of crime recognition and analysis of threats to border security based on the
development of the criminal analysis system through the introduction of recommendations on:

o Improvement of the organization and implementation of criminal analysis in operational units of the SBGS of
Ukraine;

o Application of criminal analysis in the system of support for managerial decision-making to counteract crime
on the state border of Ukraine;

o Selection and professional training of criminal analysts in operational units of the SBGS of Ukraine;

c. Creation and functioning of regional centers for detecting and analyzing threats to border security, which provides
an opportunity to apply at the regional and territorial levels of operational units of the State Border Guard Service
of Ukraine of the institute of situational not on the staff analytical groups. This will allow to carry out constant
monitoring of factors that cause threats to border security, identify them in time, analyze risks and form more
reasonable proposals for countering threats;

d. Development of the IAA on the basis of increasing the capabilities of the operational units of the State Border
Guard Service of Ukraine, which provides an opportunity for each situation (certain scenario) of the development
of the situation in the border security space to form a set of measures to achieve the capabilities of the forces and
means of the I AA of the operational units of the State Border Guard Service to ensure border security.

4. Discussion

One of the ways to compare the obtained results of a scientific study with other (previously conducted) studies is to
check their reliability and correctness, and that means carrying out their verification. For this purpose, a quantitative and
qualitative analysis of the developed methods is carried out regarding their truth and determination of the degree of
compliance (relevance to the "best" option). Such an option can be set by a system of requirements that, as a rule,
correspond to thematic normative legal acts, the perspective vision of experts, and characterize all important aspects of
a meaningful representation of the subject of research.
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The verification of the obtained research results was carried out on the basis of a comparative analysis of existing
and developed methods that make up the scientific-methodological apparatus (SMA) in the following sequence:

1- Determination and systematization of requirements for the "best" option, formation of a verification scale based
on relevance (tables 7 and 8). The requirements for the IAA must correspond to the goals and tasks that the units
of law enforcement agencies as a whole are obliged to fulfil.

2- Collection of information about previously developed SMA with which it is planned to compare the developed
SMA according to the correspondingly formed system of requirements.

3- Expert assessment of the relevance (degree of conformity) of the analyzed SMA to each of the requirements
(using the data in Table 7).

Table 7. The scale for assessing the quality of verification based on the attribute *'relevance"

Quialitative assessment The sign of the relevance of the methodological apparatus
"3" - corresponds The aspect is fully taken into account in the SMA
"2" - mostly corresponds The aspect is mainly taken into account, but the SMA needs minor refinement

The aspect is partially taken into account, but the SMA needs significant revision or it is impossible

1" - partly corresponds to establish the degree of consideration of the aspect

"0" - does not respond The aspect cannot be taken into account in the SMA

4- Counting the number of fulfilled and unfulfilled requirements, as well as the sum of points regarding the
relevance of the analyzed SMA.

5- Calculation of the suitability index (Ky;) of the analyzed SMA.
6- Calculation of the relevance index (K;) of the analyzed SMAs.

7- Calculation of the indicator of comparative advantage (K.i) of the developed SMA over the existing (previously
developed) ones:

8- Forming a conclusion regarding:

e The level of fulfillment of the number of requirements to the developed and existing SMA (based on the Kpi
value);

o The level of perfection of the developed and existing SMA (based on the value of Kpi), that is, how close they
are to the "best" option (in percentage);

o The level of superiority of the developed SMA over the existing ones (based on the Kki value);
e The existing potential for further development of the developed SMA.

The results of a comparative analysis of the existing and developed SMA of the units of law enforcement agencies
are shown in Table 8.

Table 8. Results of a comparative analysis of the existing and developed scientific and methodological apparatus of information-
analytical activity

Source of origination of SMA

No of the
requirements

Assessment of the

Requirements “best” option

[4] [9] [10] Developed SMA

Assessment of relevance of SMA

1 The SMA must take into account the needs of the units of law enforcement
agencies in intelligence information:
o On the possibility of extracting and forming intelligence information from the
11 . 3 0 0 0 2
global data network (Internet resources);
e On the possibility of obtaining and forming intelligence information in the
1.2 L . A 3 1 1 0 3
conditions of a special period;
1.3 o On the possibility of obtaining and forming intelligence in other conditions. 3 2 1 0 2

The SMA must take into account the needs of units of law enforcement agencies
in substantiated proposals based on the results of the analysis of the situation:

e On the possibility of instrumental means for recognizing crimes committed
2.1 . 3 2 0 1 3
by cross-border crime;

e On the possibility of instrumental means for the analysis of threats to border

22 security from the side of cross-border crime. 3 3 2 3 3
3 The SMA must take into account the needs of'upits of law enforgement ag_encies
in managing the processes of IAA and determining the need for its correction:
31 o On the possibility of instrumental means for assessing the state of IAA, 3 2 1 1 2
3.2 o On the possibility of instrumental means for managing IAA processes. 3 1 1 0 2
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The SMA must take into account the needs of units of law enforcement agencies
4 in ensuring the cover of the state border by an agent network from among the
persons with whom confidential cooperation is carried out:

a1 e On the pc.)55|b|I|ty of taking into account all possible variants of actions of 3 2 1 3 1
offenders;
42 o On the possibility of making calculations regarding the distribution of forces 3 0 0 2 3
and means
The SMA must take into account the needs of units of law enforcement agencies
5 ) . . L 3 2 1 3 2
regarding IAA in various conditions
Results of calculations
The number of fulfilled requirements for the “best” option (Nmax) and other SMA (N;) 10 8 7 6 10
Number of unfulfilled requirements 0 2 3 4 0
Sum of points for the “best” option (Smax) and other SMA (S;) 30 15 8 13 23
Suitability indicator: K,;= N; / Nmax 1 08 07 06 1.0
Relevance indicator: K}, = Si/ Smax 1 05 0.27 043 0.77
Indicator of comparative advantage: K = Kpip — Kpiicw, 1€ Kpp, Kpicn is the value K, for the 027 05 034 0.00

developed and existing SMA respectively

For the purposes of our study, together with the developed one, was used the SMA, which provides the opportunity
to take into account the requirements related to the IAA of the units of law enforcement agencies both partially and in
full. The advantages of the obtained results in comparison with the already existing scientific and/or practical
developments make it possible to determine the contribution of the developed scientific results to science and/or practice.

The evaluation of the SMA was carried out using the scale for assessing the quality of verification based on the
attribute "relevance", the value of which is given in Table 2. Therefore, the SMA developed by the author's team has a
high level, is close to the "best" option, which is 77%, and, in some positions (from 27% to 50%), prevails over the
existing SMAs. This is confirmed by the results of the verification using the method of comparative analysis, which
made it possible to establish that none of the analyzed existing SMAs provides a full solution to the modern needs of
IAA units of law enforcement agencies.

5. Conclusions

In the framework of the study, the methodology for obtaining and developing operational-search information by
operational units of the Border Guard Agency has been developed. The use of the methodology allowed operational
units to reduce the time required to obtain operational-search information about criminal activity by 1.23 times. Also,
the methodology for recognizing crimes and analyzing threats to border security by operational units of the Border
Guard Agency was developed. The methodology is based on taxonomy, artificial intelligence, expert evaluation, and
SWOT analysis methods. The methodology for managing the IAA of operational units of the Border Guard Agency
based on the results of assessing their condition was developed.

The mathematical model for constructing operational cover of the border by operational units of the Border Guard
Agency takes into account the dependence of the distribution of available resources of operational units on the
manifestation of crime at the border. This made it possible to justify the rational distribution of operational forces and
resources in order to ensure timely obtaining information about changes in the criminal situation in the entire area of
responsibility of operational units. The model of this process is based on statistical methods and methods of operations
research.

Experimental verification of the implementation of the results of scientific research indicates the advantages of the
developed scientific results in contrast to traditional approaches to 1AA in the operational units of the Border Guard
Agency in terms of "reliability" by an average of 1.18 times and in terms of "efficiency" — by an average of 1.23 times.
Based on the developed scientific and methodological apparatus, a number of recommendations for improving the IAA
of operational units of the SBGSU were elaborated, namely: improving the processes of obtaining and forming
operational-search information on the state border of Ukraine by operational units of the SBGSU; improving the
processes of identifying crimes and analyzing threats to border security based on the development of the criminal
analysis system of the SBGSU; creating and functioning of regional centers for detecting and analyzing threats to border
security; and developing information and analytical activities based on increasing the capabilities of border guard
operational units. The implementation of the obtained scientific results in the practical activity of border guard
operational units contributed to increasing the efficiency of their IAA by up to 20%.
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